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period 31 and to publish relevant information on 10 August 2006

Applicable Rule(s) in the Singapore Electricity Market Rules

1. Section 9.2.1 of Chapter 6

“The EMC shall, prior to the commencement of each dispatch period and in accordance
with the market operations timetable, use the market clearing engine to determine for that
dispatch period:

9.2.1.1 a real-time dispatch schedule, containing schedules of energy, reserve and
regulation for registered facilities, to be released to the PSO, which in accordance
with section 9.1.2 of Chapter 5 shall be deemed to constitute the dispatch
instructions issued by the PSO to the applicable dispatch coordinators unless and
until further dispatch instructions are issued by the PSO to a given dispatch
coordinator pursuant to section 9.1.3 of Chapter 5; and
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9.2.1.2 areal-time pricing schedule determined by the market clearing engine...including:

energy prices for each market network node;

the uniform Singapore electricity price;

reserve prices for each reserve class and for each reserve provider group; and
regulation prices.”

apow

The market operations timetable in Appendix 6A of Chapter 6 provides for the EMC to
begin computing a real-time dispatch schedule using the market clearing engine 5 minutes
prior to the beginning of the dispatch period.

The market operations timetable in Appendix 6A of Chapter 6 provides for the EMC to
release the real-time dispatch schedule to the PSO prior to 30 seconds before the
beginning of the dispatch period.

2. Section 9.2.3 of Chapter 6

“The EMC shall, in accordance with the market operations timetable, release to the
dispatch coordinator for each registered facility a real-time dispatch schedule comprising
that portion of the real-time dispatch schedule referred to in section 9.2.1.1 that describes
the quantities of energy, reserve by reserve class and regulation scheduled in respect of
that registered facility.”

The market operations timetable under Appendix 6A of Chapter 6 provides for the EMC to
release the real-time dispatch schedule and real-time pricing schedule prior to 30 seconds
before the beginning of the dispatch period.

3. Section 9.2.4 of Chapter 6

“The EMC shall, in accordance with the market operations timetable, publish the following
information as it pertains to each dispatch period:

9.2.4.1 total load;

9.24.2 total transmission losses;

9.2.4.3 total reserve requirements by reserve class;

9.2.4.4 total regulation requirements;

9.2.4.5 energy prices associated with each market network node at which a generation
registered facility or generation settlement facility is located...;

9.2.4.6 the uniform Singapore energy price...;

9.2.4.7 reserve prices for each reserve class and reserve provider group...;

9.2.4.8 regulation prices...;

9.2.4.9 any system energy shortfalls reported by the market clearing engine;

9.2.4.10 any system reserve shortfalls, by reserve class, reported by the market clearing
engine;

9.2.4.11 any system regulation shortfalls reported by the market clearing engine; and

9.2.4.12 a list of security constraints and generation fixing constraints applied.”

The market operations timetable in Appendix 6A of Chapter 6 provides that the EMC must
publish the market information set out in section 9.2.4 of Chapter 6 prior to 30 seconds
before the beginning of the dispatch period.
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Section 7.4A.1 of Chapter 6

“The EMC shall, in accordance with section 7.6 and Appendix 6A, determine a short-term
schedule corresponding to the nodal load forecast described in section 7.2.1.1.”

According to the market operations timetable, the EMC is required to commence
computing the short-term schedule 4 minutes prior to the beginning of the dispatch period.

Section 7.7.2A of Chapter 6

“Not later than 25 minutes prior to the commencement of the first dispatch period of the
short-term schedule referred to in section 7.4A, the EMC shall, for each dispatch period
included in the short-term schedule:

7.7.2A.1 release to the dispatch coordinator for each registered facility the projected
schedules for energy, regulation and reserve, by reserve class, for that registered
facility;

7.7.2A.2 publish the information described in section 7.7.3; and

7.7.2A.3 communicate to the PSO the projected schedules for energy, regulation and
reserve, by reserve class, for each registered facility, together with the information
described in section 7.7.3, in accordance with the system operation manual and
any applicable market manual.”

Section 7.7.3 of Chapter 6

“In accordance with sections 7.7.1, 7.7.2 and 7.7.2A, the EMC shall publish the following
information for each dispatch period and for each market outlook scenario, pre-dispatch
schedule scenario and short-term schedule:

7.7.3.1 the projected total load;

7.7.3.2 the projected transmission losses;

7.7.3.3 total reserve requirements by reserve class;

7.7.3.4 total regulation requirements;

7.7.3.5 projected energy prices associated with each market network node at which a
generation registered facility or generation settlement facility is located....;

7.7.3.6 the projected uniform Singapore energy price....;

7.7.3.7 projected reserve prices for each reserve class and reserve provider group....;

7.7.3.8 projected regulation prices....;

7.7.3.9 any predicted system energy shortfalls;

7.7.3.10 any predicted system reserve shortfalls, by reserve class;

7.7.3.11 any predicted system regulation shortfalls; and

7.7.3.12 a list of security constraints and generation fixing constraints applied.”

Facts and Circumstances

7.

According to EMC, the incident occurred due to the expiry of the Certificate Revocation
Lists (CRL) which resided on the NEMS web servers. CRL was essentially a “black-list” of
revoked but unexpired certificates which were used within the NEMS systems to prevent
authentication against the revoked certificates.
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8.

10.

EMC first deployed CRLs in the NEMS systems in August 2005, during which the CRLs
“Next Update By” were set to one year later (ie 10 August 2006). However, on its expiry on
10 August 2006, the CRLs unexpectedly denied all access, (both the revoked certificates
and the valid certificates) thus preventing market participants from accessing the NEMS
systems.

On the occurrence of the incident, EMC took immediate action to redeploy the latest CRLs
to the NEMS web servers to normalize the systems, allowing access to all NEMS systems.
The default “expiry” dates of the CRLs were then set to 5 years, which was in-line with the
expiry dates of NEMS certificates. EMC said it had also updated its procedures to ensure
regular review and update of the CRLs.

As market participants could not gain access to the trading website, the EMC would be
considered to have failed to release the real-time schedule for period 30 and short-term
schedule for period 31 and to publish the relevant information on 10 August 2006 within the
deadlines required under the market rules.

IMPACT

11.

This incident was self-reported, inadvertent, rectified quickly and did not have a significant
impact on the wholesale electricity markets.

Determinations

12.

13.

14.

15.

On 22 January 2007, the MSCP issued a letter informing EMC that it considered that EMC
had prima facie breached sections 9.2.1, 9.2.3, 9.2.4, 7.4A.1, and 7.7.2A of Chapter 6 of
the Singapore Electricity Market Rules (the ‘market rules’) and invited EMC to make written
representations. No written representations were received by the deadline stipulated.

The MSCP determined on the basis of the facts referred to above that EMC breached
sections 9.2.1, 9.2.3, 9.2.4, 7.4A.1 and 7.7.2A of Chapter 6 of the market rules.

However, the breach was self-reported, rectified quickly and without significant impact on
the wholesale electricity markets.

Therefore, the MSCP determined that the appropriate action to be taken was to issue a
letter of non-compliance to EMC and to direct EMC to pay costs, fixed at $1,000.

Joseph Grimberg

Chair

Market Surveillance and Compliance Panel
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